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Today’s objectives 

Review GMW and its round complexity


Introduce Garbled Circuits


Discuss trade-offs between GMW and GC


Explore GC security proof
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GMW Protocol

Propagate secret shares from input 
wires to output wires

Use OT to implement AND gates

Cost:

   OTs

  Number of protocol rounds scales with multiplicative depth of 
O( |C | )

C



SimAliceGMW(C)(x,C(x,y)): 
  for g in C; switch on g: 
    case INPUT[Alice](w): 
      wA <-$ {0,1} 
    case INPUT[Bob](w): 
      wA <-$ {0,1} 
    case XOR(w0,w1,w2): 
      w2A <- w0A  w1A 
      case AND(w0,w1,w2): 
      r <-$ {0,1} 
      s <-$ {0,1} 
      w2A <- r  s  w0A w1A 
      case OUTPUT(w): 
      wB <- “next bit of C(x,y)”  wA

⊕

⊕ ⊕ ⋅

⊕

ViewAliceGMW(C)(x,y): 
  for g in C; switch on g: 
    case INPUT[Alice](w): 
      wA <-$ {0,1} 
      wB <- “next bit of x”  wA 
    case INPUT[Bob](w): 
      wB <-$ {0,1} 
      wA <- “next bit of y”  wB 
    case XOR(w0,w1,w2): 
      w2A <- w0A  w1A ; w2B <- w0B  w1B 
      case AND(w0,w1,w2): 
      r <-$ {0,1} 
      s <-$ {0,1} 
      w2A <- r  (s  w0B w1A)  w0A w1A 
         w2B <- s  (r  w0A w1B)  w0B w1B 
     case OUTPUT(w): 
      wB

⊕

⊕

⊕ ⊕

⊕ ⊕ ⋅ ⊕ ⋅
⊕ ⊕ ⋅ ⊕ ⋅

denotes “add this to Alice's view”
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Sent by Trusted 
Third Party



In GMW, Number of protocol rounds 
scales with multiplicative depth of C



In GMW, Number of protocol rounds 
scales with multiplicative depth of C



In GMW, Number of protocol rounds 
scales with multiplicative depth of C

Our protocol’s efficiency is 
fundamentally bounded by 
the speed of light
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⊕

⊕
∧

̂a ⊕ c

̂b ⊕ d

̂(a ⊕ c)(b ⊕ d)

̂a

b̂

̂c

̂d

a, b c, d



Garbled Circuits (GC)

Fundamental approach to MPC


Allows constant round protocols for arbitrary programs
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[Andrew Yao, 1986, 
FOCS Conference Talk]
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[Andrew Yao, 1986, 
FOCS Conference Talk]
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Garbler Evaluator
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⊕

⊕
∧

Garbler Evaluator
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⊕

⊕
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Garbler Evaluator
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⊕

⊕
∧

Garbler Evaluator
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⊕

⊕
∧

Garbler Evaluator

(OT)
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⊕

⊕
∧

Garbler Evaluator
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⊕

⊕
∧

Garbler Evaluator

The output is 1
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G

∧

a ∈ {0,1}

b ∈ {0,1}

c ∈ {0,1}
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G a ∈ {0,1}

b ∈ {0,1}

c ∈ {0,1}

a b c

0
0
1
1

0

0
1

1

0
0

1
0
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G
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G

a ∈ {0,1}

b ∈ {0,1}

c ∈ {0,1}

a b c

0
0
1
1

0

0
1

1

0
0

1
0

a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }

a ∈ {K0
a , K1

a}

Each value  is a random encryption keyKi
j
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Observations: 

If you have , you can decrypt 
Kx
a, Ky

b Kx⋅y
a
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You cannot decrypt any row for which 
you are missing at least one key


Kx
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b Kx⋅y
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If you have , you can decrypt 


You cannot decrypt any row for which 
you are missing at least one key


Each key is random, so zero keys look 
like one keys

Kx
a, Ky

b Kx⋅y
a
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Basic idea: 

G chooses two keys per wire
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input keys
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Basic idea: 

G chooses two keys per wire


G encrypts gate output keys according to gate 
input keys


E receives circuit input keys corresponding to 
the party inputs


E decrypts each gate, eventually getting output 
keys, which can be jointly decoded


It is crucial that E only learn one key per wire
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∧
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EG

1. G “garbles” the circuit

2. G and E run OT so that E can 

select keys for her input

3. G sends keys for his input

4. G sends the garbled circuit and an 

output decoding table

5. E evaluates the circuit by 

decrypting rows

6. E learns the output and shares it 

with G
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reveals the value of 
input wires



54

G

a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
c

Enc(K0
a , Enc(K0

b , K0
c ))

Enc(K0
a , Enc(K1

b , K0
c ))

Enc(K1
a , Enc(K0

b , K0
c ))

Enc(K1
a , Enc(K1

b , K1
c ))

Problem:

If E knows which row 
to decrypt, this table 
reveals the value of 
input wires
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G permutes rows 
before sending them
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Problem:

If E knows which row 
to decrypt, this table 
reveals the value of 
input wires

Solution:

G permutes rows 
before sending them

Problem:

How does E know 
which row to decrypt?

Solution:

Various solutions exist; 
e.g., add an additional 
pointer bit on each key



57

GMW Garbled Circuit
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GMW Garbled Circuit

Multi round Constant round
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GMW Garbled Circuit

Multi round Constant round

Natural Extension to 
multiple parties Natural only for 2PC
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GMW Garbled Circuit

Multi round Constant round

Natural Extension to 
multiple parties Natural only for 2PC

Low bandwidth with 
modern OT optimizations High bandwidth
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GMW Garbled Circuit

Multi round Constant round

Natural Extension to 
multiple parties Natural only for 2PC

Semi-honest Provides natural protection 
against malicious E

Low bandwidth with 
modern OT optimizations High bandwidth
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Security?



Two-Party Semi-Honest Security

{ViewΠ
i (x0, x1), OutputΠ(x0, x1)}

63

{𝒮i(xi, yi), (y0, y1) | (y0, y1) ← f(x0, x1)}

Let  be a functionality. We say that a protocol  securely 
computes  in the presence of a semi-honest adversary if 
for each party  there exists a polynomial time 

simulator  such that for all inputs :

f Π
f

i ∈ {0,1}
𝒮i x0, x1

c=
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Security?
Security against a semi-honest garbler is 
straightforward in the OT hybrid model 

Security against evaluator is nuanced, since we must 
prove she learns nothing from the circuit encryption 
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Pseudorandom Function (PRF)

A function family  is considered pseudorandom if 
the following indistinguishability holds

F

“If you don’t know the key,  looks random”F
66

Real: 
  

 lookup( ): 
   return 

k $← {0,1}λ

m
F(k, m)

Ideal: 
  

 lookup( ): 
   if : 
      
   return 

T ← EmptyMap

m
m ∉ T

T[m] $← {0,1}out

T[m]

c=
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
c

Enc(K0
a , Enc(K0

b , K0
c ))

Enc(K0
a , Enc(K1

b , K0
c ))

Enc(K1
a , Enc(K0

b , K0
c ))

Enc(K1
a , Enc(K1

b , K1
c ))

E
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
c

Enc(K0
a , Enc(K0

b , K0
c ))

Enc(K0
a , Enc(K1

b , K0
c ))

Enc(K1
a , Enc(K0

b , K0
c ))

Enc(K1
a , Enc(K1

b , K1
c ))

E

K0
a , K0

b
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
c

F(K0
a , F(K0

b , K0
c ))

F(K0
a , F(K1

b , K0
c ))

F(K1
a , F(K0

b , K0
c ))

F(K1
a , F(K1

b , K1
c ))

E

K0
a , K0

b

Use PRF to instantiate encryption
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
c

F(K0
a , F(K0

b , K0
c ))

F(K0
a , F(K1

b , K0
c ))

F(K1
a , F(K0

b , K0
c ))

F(K1
a , F(K1

b , K1
c ))

E

K0
a , K0

b
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
c

F(K0
a , F(K0

b , K0
c ))

F(K0
a , F(K1

b , K0
c ))

F(K1
a , F(K0

b , K0
c ))

F(K1
a , F(K1

b , K1
c ))

E

K0
a , K0

b c= F(K0
a , F(K0

b , K0
c ))

F(K0
a , F(K1

b , K0
c ))

random
random

By PRF security;  is not in E’s viewK1
a
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
cE

K0
a , K0

b

F(K0
a , F(K0

b , K0
c ))

F(K0
a , F(K1

b , K0
c ))

random
random
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
cE

K0
a , K0

b

F(K0
a , F(K0

b , K0
c ))

F(K0
a , F(K1

b , K0
c ))

random
randomc=

By PRF security;  is not in E’s viewK1
b

F(K0
a , F(K0

b , K0
c ))

F(K0
a , random)

random
random
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
cE

K0
a , K0

b

F(K0
a , F(K0

b , K0
c ))

F(K0
a , random)

random
random Notice, mentions of  

are removed from the 
gate encryption!

K1
c
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
cE

K0
a , K0

b

F(K0
a , F(K0

b , K0
c ))

F(K0
a , random)

random
random Once all gates that 

take a, b as input are 
gone,  are just 

uniform strings
K0

a , K0
b
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
cE

Ka, Kb

F(Ka, F(Kb, Kc))
F(Ka, random)

random
random Once all gates that 

take a, b as input are 
gone,  are just 

uniform strings
K0

a , K0
b
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a ∈ {K0
a , K1

a}
a b c

b ∈ {K0
b , K1

b}

c ∈ {K0
c , K1

c }K0
a

K0
a

K1
a

K1
a

K0
b

K1
b

K0
b

K1
b

K0
c

K0
c

K0
c

K1
cE

Ka, Kb

F(Ka, F(Kb, Kc))
F(Ka, random)

random
random Once all gates that 

take a, b as input are 
gone,  are just 

uniform strings
K0

a , K0
b

Simulator outputs encrypted truth 
tables that look like this



Today’s objectives 

Review GMW and its round complexity


Introduce Garbled Circuits


Discuss trade-offs between GMW and GC


Explore GC security proof
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